Nashville State

Community COHCgC TECHNOLOGY SERVICES DIVISION POLICIES

08-17-00 Computer Security Awareness Policy

PURPOSE

The purpose of this policy is to establish executive administration authorization to conduct Security and
Privacy Awareness training for faculty and staff.

DEFINITIONS

Security and Privacy Awareness training consists of a curriculum of modules that cover best practices for
password construction and handling, computer use, training in the techniques of hackers including
phishing, vishing, spear phishing, malware, spyware, ransomware, and ways to recognize and avoid
computer-based threats.

POLICY/GUIDELINE

The Technology Services Division will conduct Security and Privacy Awareness training for the college in
monthly segments.

RELATED POLICIES

e 08-03-00 Acceptable Use Policy

e 08-04-00 Privacy Policy

e 08-05-00 Authorization for Use

e 08-06-00 Password Policy

e 08-07-00 Remote Network Access
e 08-08-00 Wireless Policy

CHANGE LOG
Date Change By
3/17/2021 Policy created PAK
9/19/2023 | Changed “at least annually” to “in monthly segments” BR
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