
 

 

NSCC Policy 08-20-00:  Information Security Policy 

  

Purpose  

The purpose of this policy is to establish a framework for the protection of information 

resources of the college. 

Definitions  

If appropriate and needed 

Policy/Guideline    

1. Acceptable Use: The use of information resource of the college is governed by 

policy 08-03-00 Acceptable Use Policy 
2. Privacy: Protection of the privacy of students, faculty and staff is governed by 

policy 08-04-00 Privacy Policy 
3. Authorization: Access to information resources of the college is governed by policy 

08-05-00 Authorization for Use 
4. Passwords: The format and handling of passwords is governed by policy 08-06-00 

Password Policy 
5. Remote Access: The ability to connect to the college computer network is 

governed by policy 08-07-00 Remote Network Access 
6. Wireless Network Access: The use of college wireless network is governed by 

policy 08-08-00 Wireless Policy 
7. IPads: The use of iPads and other mobile devices is governed by policy 08-09-00 

iPad Policy 
8. Employee Separation: The disposition of information resources of separated 

employees is governed by policy 08-10-00 Employee Separation Policy 
9. Chain of Custody: Tracking and disposition of college-owned equipment  

10. Argos: User access to Argos reports is governed by policy 08-13-00 Argos Access 

Authorization 
11. Banner: User access control and protection of Banner data is governed by policy 

08-14-00 Banner Access and Security Policy 
12.  Banner Data: Control of the use of SQL to change Banner data in the Oracle 

database is governed by policy 08-15-00 Changing Oracle Data 

13. Keycards: Physical access to TSD facilities on campus is governed by policy 08-

16-00 Electronic Key Cards 
14.  Training: Policy 08-17-00 is the policy under which Computer Security Awareness 

training is conducted for employees of the college 
15. Patching: The systems, manner and timing of system software updates is governed by 

policy 08-18-00 Software Patching 

16. Copyright: Policy 08-19-00 Computer Software Copyright is established to protect the 

college from violation of copyright laws 



 

 

Related Policies  

• See above 
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